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Qwest® Advanced Networking Modem with Wireless:
2Wire® 2700 HG

Firewall Monitor
How to Manage the Attacks Blocked Area

The Qwest® Advanced Networking Modem with Wireless: 2Wire® 2700 HG Firewall Monitor enhanced
service extends the professional-grade firewall capabilities of your wireless gateway by continuously
assessing threats to your home network.

The Firewall Monitor service appears as an option on your Qwest Advanced Networking Modem with
Wireless (2Wire 2700 HG) home page.

The Attacks Blocked area of the “Monitor the Firewall” page displays summary information about all high,
medium, and low risk attacks blocked today and this week.

Attacks Blocked
Today This Week
Total Number of Attacks 802 1279
High Risk o 0
Med Risk o o
Low Risk g0z 1273
Invalid IP scurce received g0z 1273

from private/home network,
Packet Dropped

To view details about the blocked attacks:

1. Select VIEW LOG.
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2. The “View Firewall Log” page opens.

View Firewall Log

Log
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Details

sre=10.4_254 208 dst=10.0.255.255 ipprot=17 sport=21%0 dport=2130
Unknown inkound session stopped

src=192 168_.1_65 dst=192 _168.1.255 ipprot=17 sport=137 dport=137
Invalid IF scurce received from privete/home network, Packet
Dropped

Previous log entry repeated 2 times

sre=10.4_254 208 dst=10.0.255.255 ipprot=17 sport=21%0 dport=2130
Unknown inkound session stopped

src=192 168_.1_65 dst=192 _168.1.255 ipprot=17 sport=137 dport=137
Invalid IF scurce received from privete/home network, Packet
Dropped

grc=192 _168_1_65 d3t=1592 _168_1_255 ipprot=17 sport=138 dport=138
Inwalid IP source received from private/home network, Packet
Dropped

sre=10.4_254 208 dst=10.0.255.255 ipprot=17 sport=21%0 dport=21%0
Unknown inkound session stopped

grc=10.4_254 208 ds3t=10.0.255_.255 ipprot=17 sport=2Z13%0 dport=21350
Unknown inbound session stopped

src=10.4_253_.2453 dat=10.4_254_204 ipprot=& sport=3355 dport=445
Unknown inbound session stopped

Frevious log entry repeated 2 times

grc=192 _168_1_65 d3t=1592 _168_1_255 ipprot=17 sport=138 dport=138
Inwalid IP source received from private/home network, Packet
Dropped

sre=10.4_254 208 dst=10.0.255.255 ipprot=17 sport=21%0 dport=21%0
Unknown inkound session stopped

grc=192 168_.1_85 d3t=192_168_.1.255 ipprot=17 sport=137 dport=137
Inwvalid IPF scurce received from private/home network, Packet
Dropped

3. Toclear the log, select CLEAR LOG.

4. To return to the “Monitor the Firewall” page, select your browser BACK button.
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