Qwest =

Spivit of Service’

Qwest® Standard Modem: Actiontec® GT701

How to Configure the Onboard Firewall

The Qwest® Standard Modem: Actiontec® GT701 includes a configurable firewall. You can configure it to
allow or disallow Internet traffic by protocol and application type.

1. Enter “192.168.0.1" in the Address bar of your Internet browser, which automatically opens the
“General Status” page. Select the Advanced Setup tab.
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2. Scroll down and select the Firewall Settings link.

File Edit View Favorites

&1 Actiontec Firmware - Microsoft Internet Explorer provided by Compagq
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Remote Management

Remote Management /
Telnet

el ow

network.)

Website Blocking (Allows you to block certain websites from the entire network.)

Telnet Timeout Setting
Routing
Dynamic Routing

DSL

DSL Settings (Allows you to change the VPI, VCI, Mode and QoS settings.)

Static Routing
Security

Admin User Name &
Password

Advanced Port
Forwarding

Applications

IP Addressing
DHCP Settings (Allows you to turn Off or modify the DHCPE server.)
LAN IF Address (Allows you to change the IP Address of the High Speed Internet DSL Modem.)

WAN IP Address (Allows you to configure your High Speed Internet DSL Modem to work with your
15P.)

NAT

Connection Status:

DQwest DSL:
CONNECTED
7168 / 896 Kbps

ISP Status:
CONNECTED

Qos

IF QoS Settings (Allows you to prioritize certain types of traffic (i.e. voice data) over normal data
traffic.)

Upstream Downstream

Remote Management

Remote Management/Telnet (Allows you to access your home network from another location.)
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3. Select the desired radio button depending on your networking needs:

Custom
High
Medium
Low

Off

Then, select Apply to save your settings.
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e T AL Firewall Settings

Waebsite Blocking . . . . .
The default firewall security level is set to Off. You can change the Firewall Security Level to

DSL =uit your netwaorking needs.

DS5L Settings A ) . . ) . . L
Activating the firewall iz optional. When the firewall iz activated, security iz enhanced, but some

IP Addressing network functionality will be lost. Click "Firewall Info" for more information.

DHCP Settings

(Mote: Once you have selected a security level, all IP traffic other than the policies specified
LAN IP Address will be blocked by the firewall.)

WAN IP Address

O custom
O High

O Medium

Remote Management O Low

Remote Management / @ Off
Telnet

Telnet Timeout Setting

Routing

Dynamic Routing

Actiontec Electronics, Inc.

Static Routing

Security
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4. You can modify firewall settings by selecting or deselecting protocols in the firewall table.

Note: A box with a check mark indicates the service is open (allowed). An empty box
indicates the service is closed (blocked).

High Security Level

Service Port In Out
HTTP 80 v
DNS 53 v
FTP 20,21

TELNET 23

SMTP 25 v v
POP3 110 v v
NNTP 119

REAL A/V 7070

ICMP N/A v
H323 1720

T120 1503

SSH 22

IMAP 143 v v
HTTPS 443 v v
IMAPS 993 v v
POP3S 995 v v

Medium Security Level

Service Port In Out
HTTP 80 v
DNS 53 v
FTP 20,21 v
TELNET 23 v
SMTP 25 v v
POP3 110 v v
NNTP 119 v
REAL A/V 7070 v v
ICMP N/A v
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H323
T120
SSH
IMAP
HTTPS
IMAPS
POP3S

Low Security Level

Service
HTTP
DNS
FTP
TELNET
SMTP
POP3
NNTP
REAL A/V
ICMP
H323
T120
SSH
IMAP

HTTPS
IMAPS

POP3S

Off Security Setting

NAT(Network Address Translation) only.

1720
1503
22
143
443
993
995

Port
80
53
20,21
23
25
110
119
7070
N/A
1720
1503
22
143

443

993
995
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5. Select the Custom radio button on the “Firewall Settings” page to enable or disable applications and
protocols.

Note: A box with a check mark indicates the service is open (allowed). An empty box indicates
the service is closed (blocked).

Then, select Apply.
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Advanced Setup

Blocking/Filtering Firewall Settings

Services Blocking

Website Blocking ] . . . .
— - The default firewall security level is zet to Off. You can change the Firewall Security Level to

suit your networking needs.

DSL
Activating the firewall is optional. When the firewall is activated, security is enhanced, but some

IP Addressing netwerk functionality will be lost. Click "Firewall Info" for more information.

DHCP Settings . ) o B
(Note: Once you have selected a security level, all IP traffic other than the policies specified

LAN IP Address will be blocked by the firewall.)

WAN IP Address

® Custom
O High

O Medium

Remote Management O Low

Remote Management / O off
Telnet

Mote: If a check appears in a box, that service is open (or allowed). An empty box

Cera e daiig signifies the service is closed (or blocked).

Routing

Dynamic Routing =
Service

Static Routing
HTTF

Security
DNS

Admin llsar Nama R

1] I m
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Advanced Port
Forwarding

Applications

DMZ Hosting

Firewall Settings

NAT

Connection Status:

Qwest D5L:
CONNECTED
7168/ 1024 Kbps

ISP Status:
CONNECTED

Toolz  Help Address @ htq:l:,f,flgz.lss.o.ﬂcgi-binjwebuﬂ?geh:age:..,fhh'nl,fﬁrewall.hhﬂl&var:mnname:mnn. -i!

TELNET
SMTP
POP3
NNTP
REAL A/W
ICMP
H323
Ti20
S5H
IMAP
HTTPS.
IMAPS.
POR3S
L2TP

FETP

IPSEC

PC Anywhere

VNC

RIP

20,21
23

25

110

119

7070

/A

1720

1503

22

143

443

993

995

1701(UDP)

GRE(All GRE Traffic), 1723

ES(IP Protocol 508& 51),500
(UDP)

5631(TCP/UDP)5632
(TCF/UDR)

5500,5800,5801,5500,5501
520{UDP)
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PP
FTPS

SqL

SFTP

NTP

Cracle SQL

MySQL

IRC

Yahoo Messenger

Napster

Real
Server/QuickTime

Gamespy

XBOX

P52

631
390
1433
22,115
123
66,1525
3306

113,194,1024-1034,6661-
7000

5000-5010,5050,5100

Client:6600 to 6699
Directory

servers:dd444 5555,
6666,7777,88588
metaserver/redirector: 8875

7070,6970-7170(UDP)

3783,6500(TCP/UDR),
6515(UDP),
6667,6700(UDF],
13139(UDF),
27900(UDF),
28900,29900,29901

53(TCR/UDP),
88(UDF),
3074(TCP/UDP)

4658(TCP/UDP),4659
(TCF/UDP)
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113,154,1024-1034,6661-
7000

IRC

Yahoo Messenger 5000-5010,5050,5100

Client: 6600 to 6699
Directory

servers:4444 5555,
6666,7777,68888
metaserver/redirector: 8875

Real

. . 7070,6970-7170(UDF
Server/QuickTime ! ( )

3783,6500(TCF/UDR),
6515(UDP),
6667,6700(UDF],
13139(UDF),
27900(UDF),
28900,29900,29901

Gamespy

53(TCR/UDP),
88(UDP),
3074(TCP/UDP)

4658(TCP/UDP),4659
(TCR/UDP)

2300-2400,47624(TCP),

Direct X
e 2300-2400,6073(UDP)

MSN Gaming Zone 28800-29100(TCF/UDP)

All Remaining Services / Ports
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6. A*“Thank You” page appears briefly. After configuration is complete, you're automatically redirected
to the “Firewall Settings” page.
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Thank You

Connection Status:

Qwest DSL:
CONNECTED
7168 / 1024 Kbps

Flease wait while we apply the changed settings to the modem. When moedem changes are
applied successfully, you will be taken back to the page apply was selected on.

ISP Status:
CONNECTED
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